CYBER & INFORMATION SECURITY
FY 2008 - Denver Medical Center & NHCU/Pueblo NHCU/CBOCs

Information Security is the policies and procedures put into place to provide for the confidentiality, availability, and integrity of automated information. Confidentiality is the assurance that information is not disclosed inappropriately. Availability ensures that information is accessible when needed. Integrity is the measure that ensures data is accurate and protected from alteration or destruction. 

Contact the Information Security Officer Young Ja Kahn at (303)370-7581 to report an incident or for any questions you might have about Information Security.

Local Security Policy
This facilities-automated information security policy is in compliance with VA and VHA directives and handbooks.
Report any security issues to the Information Security Officer (ISO). The ISO will investigate, take corrective action, log, and report all incidents to the appropriate officials. 
We welcome your feedback and participation in the Information Security program.

Access Control

All new users will be required to sign a User Access Notice prior to accessing sensitive data.  By signing this Notice you are 1) acknowledging that any access granted is for official duties only, 2) you will safeguard your security codes, and 3) all information contained, or work performed, in the computer system is the property of the government. You understand that you are subject to monitoring and responsible for the confidentiality of all information you handle.
Failure to comply with the Access Notice is cause for Disciplinary or Adverse actions.  Misconduct could result in Criminal Prosecution. Your computer access could be revoked, and could cause further repercussion, if you are not able to perform your assigned duties.

All positions in the Department of Veterans Affairs are considered Public Trust Positions.  They are further classified as low risk, moderate risk, or high risk based on the mission and activities of the position. If you hold a position that has been classified as moderate or high risk, you will be asked to complete an additional security clearance. 
Access to all computer systems is based on need. If you do not need the information contained in a file to perform your job, you should not have access to the file. 

Password Control
Your passwords uniquely identify you to the system.  No one else should know your password.  You are responsible for memorizing your codes. 
It is very important to select passwords that will be difficult for anyone else to guess, or hackers’ programs to identify. Dictionary searches are very common and will find passwords such as “kitty” or “Friday” very easily. Adding control characters such as a $ or a % make it much more difficult for programs to isolate your code. A strong password is at least 8 characters long. You can also choose a phrase that you like, and select the first letter of each word such as, ‘The Weather is Very Hot at Phoenix’ and add a control character. Your password could be TWIVH@P!   

Beware of hackers’ techniques.  As previously stated, you should never divulge your personal codes at any time, including telephone requests. Remember if you store your security codes in a place that is convenient for you, it may also be convenient for others. Another common trick is to have fake login screens appear. 

If you are asked to log in more frequently than normal, it could be a hacker trying to capture your log-in information.   Always report any suspicious data that appears to have been altered, or just looks strange to your supervisor or ISO.

Disclosure of Information
Disclosure of information on patients must be made in writing with the patient’s consent or authorization except for the following guides:

Treatment, payment, health care operations, public health activities, judicial and administrative proceedings, coroners and medical examiners, law enforcement, governmental health data systems, directory information, banking and payment processing, statistical research purposes, emergency circumstances, next-of-kin, specialized classes (military,VA, etc), otherwise required by law.

Backing up your Data
Backing up your data is for your own protection.  There are several methods available for backing up your data. You should use the method that is appropriate for the type of data you are backing up. If you are storing sensitive information you should consider password-protected methods such as network folders. These folders can be set up so that the number of individuals with access to the information can be limited or selected individually. If you decide on using removable media, such as floppy disks or CDs,  they must be properly secured.
Disks and CDs that are no longer needed that contain sensitive information should be destroyed, not just thrown away.  Materials containing sensitive information must be disposed of properly. Please check with your supervisor for specific procedures. 

Software/Hardware Control
All software and hardware will be provided for you.  All software and hardware used on any system must be approved, prior to purchase, as designated by your local policy. Software must not be brought from home or downloaded from anywhere.

E-Mail
When sending messages, please limit your discussion to one topic per message. This makes it much easier to manage your mail and deciding which messages to save or delete. Try not to send large attachments unnecessarily over the network, as they slow down the speed of the network.  Minimize the number of recipients that you are sending a message to.   If you type your text in all capital letters, it is generally interpreted as shouting! 

You should never have any expectations of privacy nor place any sensitive information when using e-mail.  If you need to send a confidential message, find out about what encryption options are available to you. 

Network Access
At the VA you will have access to the Internet and the Intranet.   Internet is also referred to as the World Wide Web, hence the acronym “www.”
The Intranet looks very similar, but is strictly within the VA Network, and is controlled, maintained, and used for efficient distribution of VA business. VA Web Sites within the intranet are generally identified with the acronym “vawww.”

National Gateways controls all traffic passing into or out of the VA Network. Internet filtering or blocking is also provided at a National Level. VA monitors the performance and use of the internet and has the ability to audit user activity on the system. There are inherent confidentiality issues when utilizing the internet for e-commerce. 

Virus Protection

Hackers can mislead unsuspecting users into downloading malicious software or computer viruses. The most effective way to stop these types of attacks is to ensure you have the most current virus protection software on the machine you are using.   If you receive an email from someone you have never heard of, beware of attachments. In most cases, you should delete the mail message without opening the attachment. All files, CDs or disks, including new software, must be scanned for viruses before use. 
Physical Security
Physical Security is protecting your equipment. If you are in a high risk area for theft, there should be some type of locking mechanism on the equipment. Always secure the area by locking doors or file cabinets.  Report suspicious individuals or activities to the Police and Security Department to be investigated. 

Keep your area clean and do not eat or drink around your computer equipment.  Dust, lint, and food particles are the death of many a keyboard. Computers are sensitive, and may be affected by  extreme temperatures, fire, water, humidity, magnets, or power surges. 

Logging off the system requires you to properly close all sessions you have open.  If you leave a workstation unattended, while you are logged on, you are responsible for any action that is taken.

For further information or questions, please contact the ECHCS Cyber and Information Security Officer Young Ja Kahn at 303.370-7581
