SECURITY MANAGEMENT PLAN
FY 2008 – DENVER MEDICAL CENTER & NHCU
This information has been designed to educate the reader on ways to promote an environment of care where security risks are mitigated and employees, visitors and property are protected from harm. 

The purpose of the Security Management Plan is to minimize the risk of personal injury or property loss due to criminal activity or workplace violence. The Security Management Plan consists of a number of procedures designed to respond to situations most likely to occur in our facilities throughout the ECHCS. Each response is designed with the intent to mobilize appropriate resources and take necessary actions to ensure the continuation of patient care with minimal disruption of any services.  

The Security Management Plan and the policies listed below can all be found on the VISN 19  Intranet site.  

Role of the ECHCS Police:

 The ECHCS police are responsible for keeping the peace and the protection of life and property. ECHCS police are empowered with Federal arrest authority pursuant to Title 38 United States Code (USC), Chapter 9, Sections 901 and 902. Medical Center police enforce the criminal statutes contained in Titles 18 and 21 USC; Title 38, Section 1.218 Code of Federal Regulations (CFR); and, certain criminal or traffic related statutes contained in Titles 18 and 42 of the Colorado Revised Statutes (CRS). Police officers maintain Basic Life Support (BLS) certification and function as first responders during medical emergencies and various events covered in the ECHCS’s Emergency Management Plan (Disaster Plan). Officers are equipped with two-way radios enabling rapid communication with all other center police, the police operations desk (dispatch), and the fire command center. Officers are trained and armed with the Beretta 9mm Pistol, MKIV-B pepper spray (Oleoresin Capsicum 5.5% solution), and the PR-24 police baton.

Role of the ECHCS Employee:

Employees have a responsibility to promote security within the VA Eastern Colorado Health Care System.  Employees are expected to notify the VA-ECHCS police whenever a crime is observed, whenever suspicious activity is taking place, or whenever there is an existing or potential security breech.  Employees are required to assist Police Officers as appropriate to protect persons and property.  Non-law enforcement personnel are not expected to place their own lives in jeopardy to protect property. 

How to contact the VA ECHCS Police: 
 
By telephone: 
Non-Emergency Number
5233* 

Emergency Number

3911

*  If extension 5233 is not answered immediately, do not hang up. Extension 5233 automatically rolls over to the switchboard operator. The operator will notify the police via radio. If you are not calling from an in-house phone, please dial (303) 393-5233. 

If you are reporting a crime or are requesting police assistance, it is important that you give as much detailed information as possible. You should give your name, the number you are calling from, a brief description of the incident, a description of the offender, and if anyone is injured. Please answer the questions that are asked and do not hang up until you are instructed to do so. 


By Radio: 
ECHCS employees who carry or otherwise have access to portable radios at the Denver campus can request police assistance on their portable radio. Police continuously scan radio transmissions on the following talk groups:  FMS 1, Clinic 1, Disaster 1 and Disaster 2. If operating a radio on one of these talk groups, simply use the radio and call for the police. The police will answer you.


By Code Button: 
There are “Code Buttons” located throughout the Denver facility, in areas where disruptive behavior is likely to occur.  The buttons are either designated as Code 3 (Psychiatric Emergency) or Code 4 (Police Response). Employees working in areas where these buttons are installed should be oriented to the buttons  by their supervisor. Police live test these buttons every month to ensure they are working properly.   As the best communication comes from a telephone notification, the use of the buttons should be reserved as a last resort when use of the telephone is not a viable option. 

Preferably, a coworker should call the VA-ECHCS police and relate all the pertinent information. This will provide our officers with knowledge of what is occurring, and the best option to bring about a safe solution. 

Hospital Codes:  (Announced over the hospital wide paging system) 
Announcement
Meaning 

Code 1/Core 0

Cardiac Arrest/Medical Emergency


Code 3   

Disruptive Behavior/Crisis Team Response 

Code 4   

Police Emergency 

Code 5   

Fire

Code 6


Disaster Response


Code 7


Missing Patient Response
Code 8


Bomb Threat Response

Code 9


Tornado


Code Adam

Missing or Abducted Child
Emergency Preparedness  & Security:
The ECHCS Emergency Preparedness Plan provides policy and guidance on various subjects that impact the security of the Medical Center.  Some of the items covered in the Emergency Preparedness Plan which are expected to have some level of impact on Security are response plans for the following: 

Bomb Threats/Critical Incidents of Violence

Property Closure

Civil Disorder

Evacuation

Decontamination

Identification and Fingerprint Services:
The Human Resource Management Office serves as the primary source for issuing employee identification and collecting electronic fingerprints. Police Service provides back-up services as defined in ECHCS Policy 07B-04. 

If you lose your ECHCS Identification, you must immediately report it to the ECHCS police.
Government Keys: 
Police Service issues all keys at the Denver campus. At sites that are logistically separated from the Denver campus, Key control is the responsibility of the Clinic Manager or their designee. ECHCS Policy 07B-06 provides policy and guidance on Key Control. 

Keys at the Denver campus are issued by the locksmith.. Only approved service coordinators can request keys by sending to the VISTA mail group G.KEYS. When a key is ready for pick up, the key recipient must come to the police atrium office to sign for their key. Keys are not to be  shared between employees. When an employee is out-processing, the key must be returned to the ECHCS police. The ECHCS police will record your name and forward your information, along with the key to the station locksmith.
Facility Access and Closure: 
Facility access and closure times are addressed in ECHCS Policy 07B-02. 

Visiting Hours: 
Visiting Hours are established in ECHCS Policy 07B-03. 
Treatment of Veterans in the Custody of Non-VA Law Enforcement Officials:
Policy and guidance applicable to the treatment of Veterans in the Custody of Non-VA Law Enforcement Officials (Forensic Patients) is provided in ECHCS Policy 07B-05. 

Parking and Traffic Enforcement:

Policy and guidance for parking and traffic enforcement is provided in ECHCS Policy 07B-08. 

Claims for the Loss or Damage of Personal Property Belonging to Patients or Visitors:
Claims against the government (non-employee claims) are processed by VA Regional Counsel. The ECHCS is the conduit to VA Regional Counsel, as police must investigate the claim if it appears the loss was due to a criminal act. Policy and guidance on how claims should be filed and routed are contained in ECHCS Policy 07B-09. 

Controlled Substance Security and Inspections:

Policy and procedural guidance applicable to the internal accountability of controlled substances is contained in ECHCS policy 00-16. All accountability discrepancies that cannot be explained are referred to the ECHCS police and the VA OIG for investigation. 
Use and Security of Automated Information Systems (AIS):

Policy and procedural guidance applicable to security of Automated Information Systems is contained in ECHCS policy 00-35. Security violations must be reported to the facility Information Security Officer and the Chief of IRMS. Policy and guidance applicable to the accountability and inspection process are contained in ECHCS Policy 00-35. 

Missing Patient Policy:

Policy and procedural guidance on what must be done when a patient is declared “missing” are provided in ECHCS Policy 00-39. Police must be notified on all missing patient events, regardless of the patient’s classification of either high or low risk.

Missing or Abducted Children:

Police and procedural guidance on how to manage a missing or abducted child is contained in ECHCS Policy 07B-10.

 Management of Disruptive Behavior:
Policy and procedural guidance on how to manage disruptive patient behavior are provided in ECHCS Policy 00-88. It is imperative that disruptive behavior is reported to the police and the Disruptive Behavior Committee (DBC). The mechanism for reporting the incident to the DBC is the patient safety report. Police should be notified via telephone.
 Escorts:
VA-ECHCS police will provide police escorts for any employee who needs one. To get a police escort call extension 5233 or come down to the police atrium office anytime day or night. If there are no police officers in the office, call the switchboard operator and they will radio an officer to meet you.
 Security and Vulnerability Surveys:

The ECHCS Police performs regular security inspections in sensitive areas to help mitigate security issues and prevent loss of valuable resources. The ECHCS police collect data pertaining to crimes and security incidents. This information is analyzed for trends so that modifications to the program can be made when warranted. This information is reported to the Environment of Care Committee with courtesy copies to the labor organizations upon request.  Vulnerability assessments which cover all ECHCS facilities are performed every two years.   

Security Management Topic Expert - Jon Heikka, Chief, Police Service
Questions about this topic should be directed to Mr. Heikka at 303-393-2812 or via Outlook email. 
